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StealthINTERCEPT™ Directory Authority

Precision Insight and Control over Active Directory
Active Directory™ is the centerpiece of any Windows™ network. Active
Directory experiences a tremendous amount of change on a daily basis,
as administrators, other applications, and even users make
modifications to Active Directory-related objects and configurations.
While some changes are more significant than others, organizations
need (and are even required in some cases) to capture information
about all changes occurring in Active Directory, but cannot. They also
struggle to understand what these changes mean and the effect they’re
having on the environment as a whole; both operationally and in terms
of security and compliance. Native logging facilities have proven to be
less than optimal in solving this problem – regardless of organizational
size – spurring the necessity for a more meaningful and precise
approach, capable of enabling IT action to secure the enterprise.

“StealthINTERCEPT allows me to
understand every change occurring in
my Active Directory implementation in
real time, and in a language I can
understand. Better yet,
StealthINTERCEPT allows me to
proactively prevent changes before they
happen, reducing issue resolution time
while significantly increasing
automation and security for my
organization.”
-

Regional US Bank

Key Benefits

Answering the Who, What, Where, When™ for Active Directory
StealthINTERCEPT™ Directory Authority uniquely addresses the most
difficult Active Directory change monitoring and control challenges with
surgical precision and ultimate flexibility.
In-Line – Not just “real-time”
Anything that should be monitored within Active Directory may also
need to be controlled. The problem with event analysis solutions is
that their value ends when an event is logged; just when the
problem may be beginning for IT.
StealthINTERCEPT works in-line with key Active Directory processes
in order to categorize and capture information while events are
happening. This unique capability enables StealthINTERCEPT to
choose which events matter, trigger real-time responses and
assemble a more complete record than any provided by a log.
StealthINTERCEPT provides crucial change details that alternative
solutions and methods cannot such as the source IP address, change
requestor identification, and the value of a setting or property
before or after a change was made.









In-line, real-time monitoring and
blocking of any Active Directory
change event (including Group
Policy Objects)
Precision control over what or who
is monitored, blocked, archived or
alerted upon, as well as where and
when
License just the functionality
needed, at an affordable price
point
Requirement fulfillment for
Operations, Security, Audit &
Compliance groups
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Precision – “Boiling the Ocean” won’t work
In alignment with typical audit and compliance requirements,
StealthINTERCEPT has the ability to capture all change activity
occurring within Active Directory without reliance on native logging,
however, what IT really needs is to be presented with complete
information about the changes which matter most and require
response. StealthINTERCEPT incorporates a unique Rules Engine
which makes it not only easy to describe critical events, but easy to
propagate these rules throughout a complex network to ensure that
the rules are precisely enacted.

SYSTEM REQUIREMENTS
Operating Systems:
•

Windows Server 2003/2008

Memory:
•

4GB

Disk Space:
•

100GB Free Disk Space

Flexibility – What you want, is exactly what you get

Additional Software:

StealthINTERCEPT was architected with flexibility in mind;
particularly with concern to licensing. Recognizing the need for the
functionality StealthINTERCEPT provides and the market’s inability
to afford the hefty price tag often associated with incumbent
solutions in this space, STEALTHbits has changed the game by
offering customers the ability to license only the components they
want or need, at an even more affordable cost than the
competition.

•
•
•

Benefits – Need to Know and Control
StealthINTECEPT’s in-line architecture and Rules Engine combine to
deliver an unequaled benefit for IT. Drawing comparison to the
common inadequacies of monitoring solutions where users are
forced to gather more data than is needed and suffer the frustration
of countless false-positives, StealthINTERCEPT is the only solution
which can truly be said to provide “need to know” information.
With StealthINTERCEPT, IT can be certain that information provided
by the product is not just accurate, but relevant.
Furthermore, StealthINTERCEPT’s in-line processes produce another
critical benefit for IT – true control. Because these processes are
interacting with Active Directory as events are being processed,
StealthINTERCEPT acts as the mechanism by which desired controls
are implemented within Active Directory – including blocking an
event from occurring or rolling back the outcome.

SQL Server 2005/2008/2008 R2
.Net 4.0
IIS 6 (Win 2003) or IIS 7 (Win 2008)

CONTACT US
STEALTHbits Technologies, Inc.
55 Harristown Road, Suite 106
Glen Rock, NJ 07452
USA
W. www.stealthbits.com
E. sales@stealthbits.com
P. +1-201-447-9300
F. +1-201-447-1818
Like:
www.facebook.com/stealthbits
Follow:
www.twitter.com/stealthbits

About STEALTHbits Technologies, Inc.
STEALTHbits Technologies delivers high quality, affordable solutions
aligning to the most difficult problems organizations face in the
management and security of their mission critical Microsoft
infrastructure and applications. For more information, visit STEALTHbits
online at www.stealthbits.com.

Watch & Learn:
www.youtube.com/stealthbits
Read:
www.stealthbits.com/blog
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